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Executive Summary

In the next dozen years, a new form of money  
 will appear worldwide: central bank digital  

currencies—government-backed, digital bearer instru-
ments that operate a lot like cash but reside in digi-
tal wallets on smartphones and other devices. Unlike 
the electronic money we now send through banks 
and payment providers, this kind of money will allow 
for transactions that are both digital and hand-to-
hand, not passing through financial institutions. And 
unlike current variants of cryptocurrency called “sta-
blecoins,” which are operated privately with their 
value pegged to national currencies, central bank 
digital currencies will enjoy the full faith and credit 
of their sovereign issuers, making them equal in 
value to the paper money they augment or replace. 

Countries around the globe are actively advancing 
this new form of sovereign digital currency.

The United States has a chance to lead in this area 
and advance well-established democratic principles. 
If a US central bank digital currency is to comport 
with American values, though, that leadership will 
require fresh thinking about current US financial  
surveillance policy. As an important recent report 
from the White House’s technology advisory office 
makes clear, it is time to reconsider today’s privacy- 
invasive financial surveillance regime and shift to 
intelligent enforcement. If there is to be American 
leadership in the digital future of money, the finan-
cial surveillance status quo is the wrong foundation 
to build it on.
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Work on central bank digital currencies (CBDC) 
is underway around the world. The People’s 

Bank of China (PBOC) has already placed its digital 
currency, the eCNY, in the hands of over 260 million 
Chinese citizens. Among other design features, the 
eCNY will allow China and allied authoritarian gov-
ernments to surveil and control the economic and 
financial transactions of billions of people. 

CBDCs are digital versions of the banknotes 
that underlie current monetary systems. They are 
government-backed representations of value, so they 
enjoy the full faith and credit of their sovereign issu-
ers, making them equal in value to the paper money 
they augment or replace. But they are digital. They 
operate a lot like cash but reside in digital wallets on 
smartphones and other devices. Unlike the electronic 
money we now send through banks and payment pro-
viders, this kind of money will allow for transactions 
that are both digital and hand-to-hand. Transferring 
CBDCs does not require a financial institution’s sup-
port. Though their use may look a lot like transfers 
of conventional money administered using a bank or 
online payment system, the direct and literal trans-
fer of value that CBDCs make possible will be a sea 
change in the operation of money.

China’s eCNY is the first mile marker in the jour-
ney to the future of money. China’s early and strong 
lead in the deployment of CBDC raises the question 
of what form of digital money will be adopted by its 
economic competitors, including democratic societ-
ies. The opportunity exists to counter digital money 
like the eCNY with an alternative that protects 

personal privacy and proscribes the potential Orwel-
lian dimensions of both sovereign and non-sovereign 
digital money. Seizing that opportunity would ensure 
that future digital currencies—both sovereign exam-
ples such as the US dollar or euro and non-sovereign 
digital currency such as stablecoins—would remain 
desired and aspirational currencies for generations  
to come.

That opportunity may be thwarted if the gov-
ernments of the United States and other developed 
economies do not part with the window into citizens’ 
financial activity that is provided by current anti–
money laundering policies. The White House Office 
of Science and Technology Policy’s (OSTP) recent 
Technical Evaluation for a U.S. Central Bank Digital 
Currency System1 shows that financial surveillance in 
the West is more like China’s than many would like to 
admit. Unwillingness to evolve beyond today’s consti-
tutionally suspect financial surveillance system may 
undermine the opportunity to safeguard economic 
liberty and expand financial inclusion in the digital 
future of money.

Coming Soon: CBDCs

CBDCs have taken flight globally. According to the 
Atlantic Council, 105 countries, representing over  
95 percent of global gross domestic product, are 
exploring a CBDC.2 Actively engaged in this digital 
gold rush are 19 of the G20 countries, including India, 
Japan, Russia, and South Korea, each of which has 
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made significant recent progress. It is expected that 
the European Central Bank will introduce a proto-
type for a “digital euro” by the end of 2023, to become 
more widely available by 2025.3

Of the G7 economies, the United States and United 
Kingdom are the furthest behind on CBDC develop-
ment. The old guard of the global currency game—
the pound and the dollar—are moving slowly.4 The 
Federal Reserve is cautiously exploring the potential 
benefits and risks of CBDCs from a variety of angles, 
including through publication of a discussion paper 
and technological research and experimentation. The 
Biden administration may be getting things mov-
ing. Its 2022 executive order proposed to “prioritize 
timely assessments of potential benefits and risks 
[of CBDC] under various designs to ensure that the 
United States remains a leader in the international 
financial system.”5 

Among the 10 countries that have rolled out 
functioning CBDCs, China is the first to deploy one 
widely. According to Zou Lan, director of the finan-
cial market department of the PBOC, an astonishing  
RMB 87.5 billion ($13.78 billion) in transactions has 
already been made using China’s digital fiat currency.6 
Driving Chinese eCNY adoption is the technology’s 
growing convenience for use in mobile phones and 
wearable devices7 and its technological sophistica-
tion, given programmability for different consumer 
and institutional transactions.8 

A key purpose of the eCNY is to provide China’s 
government with greater control over domestic com-
merce and visibility into the data it generates. The 
eCNY bolsters the Chinese government’s power over 
finance, which has been threatened by bitcoin and 
other non-sovereign digital-currency alternatives. 
Among China’s stated goals for its eCNY are combat-
ing domestic corruption, driving greater efficiencies 
in China’s national payment systems, enabling more 
Chinese people to access the banking system, and 
conducting greater government oversight and con-
trol of business and individual financial transactions.9  
The eCNY will provide Chinese state-owned banks 
with a more direct window into commercial and per-
sonal financial transactions. It will enable the PBOC 
to directly trace money flows via bank accounts, 

identity cards, domestic phone numbers, and poten-
tially even foreign phone numbers. 

The eCNY is “tiered.” It allows anonymous small- 
value consumer transactions through basic digital wal-
lets obtained without reference to state-issued iden-
tity cards. Larger value transactions, however, must 
be conducted through premium digital wallets linked 
to bank accounts and individual state-verified identi-
fication.10 Transactions through such wallets support 
anonymity among transacting parties, including mer-
chants and commercial entities, but full visibility to 
the PBOC and, hence, the Chinese government. 

The deployment of the eCNY complements Chi-
na’s existing electronic surveillance state of police 
cameras, facial recognition, mobile phones, and 
electronic-message tracking.11 Today, China’s expand-
ing drone and facial recognition infrastructure can 
identify an elderly Chinese woman walking without a 
mask down a central China street and scold her: “Yes, 
auntie, this drone is speaking to you. You shouldn’t 
walk about without wearing a mask. You’d better go 
home, and don’t forget to wash your hands.”12 With 
CBDCs, Chinese authorities could follow such warn-
ings with financial punishment: “Auntie, we see you 
walking about without wearing a mask and have 
deducted 250 eCNY from your digital wallet. The next 
time we see you without a mask, you will lose an addi-
tional 500 eCNY!”

The eCNY will serve to assign social credit scores 
and determine who can and cannot petition the Chi-
nese government about grievances.13 An eCNY user 
who criticizes the regime may find that their digital 
money will no longer purchase a train ticket out of 
their village. A user who pleases the regime may expe-
rience greater access and purchasing power—say, bet-
ter credit terms on a new car. The eCNY will allow 
the Chinese government to link political conformity 
to individual prosperity and relegate political dissent-
ers to poverty.

China’s eCNY is indeed a benchmark for the future 
of money, a model that embeds a set of values import-
ant to authoritarian governments: surveillance, cen-
sorship, and financial controls that thwart dissent 
and maintain power.14 This model of currency may be 
called “surveillance coin.”
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With tendrils into many developing economies 
through its Belt and Road Initiative and dominance 
of 5G technology crucial to wireless payments, 
China will be a leading exporter of CBDC technol-
ogy. Surveillance-coin technology will be desired 
by the world’s many regimes that seek its capabili-
ties or countries whose need for Chinese construc-
tion of ports and urban infrastructure makes them 
indifferent to the consequences. China’s first-mover 
advantage in CBDC development threatens to consol-
idate China’s lead in electronic payment technology 
and shape the global rules and standards for digital 
finance. Chinese success would elevate authoritar-
ian norms and undermine principles of transparency, 
accountability, and human rights. 

Needed Democratic Response: A 
Freedom Coin

China’s eCNY must not be allowed to set the terms of 
the world’s monetary and financial future. The ques-
tion for the free world is whether it will foster forms 
of digital currency—sovereign and non-sovereign—
that counter surveillance coin with traditional lib-
eral values such as protection for individual rights, 
personal privacy, the rule of law, free enterprise, and 
freedom from censorship. This may be called the 
“freedom-coin” model of digital currency, featuring 
well-crafted and affirmatively guarded protections 

of economic liberty. Such a freedom coin would not 
merely be less subject to surveillance and censorship 
compared to a surveillance coin. It would be diamet-
rically and robustly contrary to it.

An effective freedom coin must be built on the 
premise that privacy is a fundamental social good. It 
is essential in a free society that respects individuals 
and their civil rights. In the American constitutional 
framework, citizens may enjoy privacy—keeping per-
sonal information to themselves—for any reason or 
no reason. Such autonomy over oneself, one’s infor-
mation, and one’s financial relationships strengthens 
and empowers people in many ways, including by pre-
serving their political and legal independence. 

Constitutional freedoms of speech, assembly, 
and worship are often expressed through financial 
transactions that are easily infringed if not kept pri-
vate. Privacy—not just consumer privacy but in all  
transactions—gives people personal autonomy and 
choice as to how they engage with others and society. 
Privacy reinforces individual freedom to support con-
troversial causes. Privacy, especially economic pri-
vacy, enables a sovereign people to remain sovereign 
and a free society to remain free.

Privacy Under the US Constitution

Although a right to financial and information privacy 
is not specifically established by the Fourth Amend-
ment, for the past half century, courts have gener-
ally protected individual privacy under a doctrine 
called the “reasonable expectation of privacy” test. 
When government agents want to seize or search a 
person, their house, their papers, or their effects, 
courts will ask whether doing so violates reasonable 
expectations.15 

Disappointingly, this “sociological” approach to 
constitutional interpretation is not terribly rigor-
ous or protective. The “third-party doctrine,” which 
holds that a person cannot claim constitutional pro-
tection for information held by a third party, orig-
inated in financial services. The Supreme Court 
found that government agents could seize and exam-
ine a suspect’s checks and bank statements without 

The eCNY will allow the 
Chinese government to 
link political conformity 
to individual prosperity 
and relegate political 
dissenters to poverty.
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a warrant because each individual check had passed 
through a number of hands in the financial services 
system. Supreme Court justices ranging from Sonia 
Sotomayor16 to Neil Gorsuch17 have questioned the 
third-party doctrine and the reasonable expecta-
tion of privacy test. It is clear that the Court’s Fourth 
Amendment jurisprudence must evolve further in 
this digital era to renew the balance in a free society 
between personal privacy and law enforcement. 

That Chicken Wire Is a Velvet Rope: 
Today’s Financial Surveillance System

The current financial surveillance regime is known 
by various combinations of initials—AML for “anti–
money laundering,” KYC for “know your customer,” 
and CDD for “customer due diligence.” Sometimes 
it’s called CFT for “combating the financing of ter-
rorism,” a moniker that probably presumes too much 
about the effectiveness of such programs. We’ll call 
it simply financial surveillance, because that is what 
it is. 

As a practical matter, every bank must know the 
identity and some basic personal details about its cus-
tomers to render its services. And the banks must keep 
track of individual transactions to maintain accounts. 
But governments have seized on the record-keeping 
practices of financial services providers, deputizing 
them to create a huge monitoring operation that cov-
ers everyone, not just criminal suspects. Information 
is collected in case someone does something wrong, 
and not just when there is probable cause that someone 
has done something wrong. 

The formal founding of the financial surveillance 
regime in the United States was the passage of the 
Bank Secrecy Act (BSA) in 1970.18 It requires finan-
cial institutions to keep records of cash purchases 
of negotiable instruments, report cash transactions 
exceeding $10,000, and report suspicious activity. 
After September 11, 2001, the BSA got a boost, with 
many more entities required to participate in tracking 
and reporting Americans’ financial transactions. The 
recipient of this information is the Treasury Depart-
ment’s Financial Crimes Enforcement Network.19 The 

Financial Action Task Force,20 a Paris-based bureau-
cracy, presses governments worldwide to maintain 
parallel financial surveillance regimes.

Suspicionless surveillance of everyone’s financial 
transactions is anathema to privacy and American 
credos such as the presumption of innocence. But the 
Supreme Court regrettably ratified the practice in a 
pair of early 1970s cases—California Bankers Associa-
tion v. Shultz21 and US v. Miller.22 The Miller case was 
the beginning of the above-mentioned third-party 
doctrine. 

Reconsider Financial Surveillance

An examination of BSA is long overdue. The law has 
been in place for more than 50 years. There has never 
been a clear and articulate comparison of its costs and 
benefits;23 we need to begin that process now.24 Most 
benefits are presumed or supported by highly specu-
lative assumptions. As often as not, the question of 
benefits is chased off by intoning about drug kingpins 
and terrorists. 

Compared to the presumed benefits, the cost of 
financial surveillance is easier to measure and almost 
certainly weightier. The Bank Policy Institute found 
in 2018 that banks it surveyed spent $2.4 billion and 
employed 14,000 individuals for anti–money laun-
dering regulatory compliance.25 Worldwide, the cost 
is easily in the tens of billions of dollars annually. 
Another part of the cost estimate is the damage done 
by “de-risking”—the avoidance by financial services 
providers of certain customers, markets, and even 
countries. The de-risking of countries may enervate 
their economies, tax bases, and institutions, putting 
them in the “failed state” category and perversely 
imperiling our security.

As a security measure, financial surveillance is 
somewhat akin to chicken wire. It will help exclude 
small-time threats. Think of drug distributors as 
barn cats eyeballing the poultry. The wire may hold 
off foxes and raccoons for a while, but they will find 
their way in. It really fails against what matters: large 
or persistent threats such as bears or burglars coming 
in the main house. 
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Given the direct dollar costs, identity require-
ments, and indirect costs of de-risking, a better anal-
ogy for the current financial surveillance regime is 
a velvet rope. It turns the global financial services 
system into an exclusive nightclub reserved for the 
world’s wealthy and those endowed with sufficient 
identity credentials. Financial surveillance excludes 
under-credentialed people around the globe, people 
who would benefit most from being able to trans-
act, save, and invest through reliable financial insti-
tutions. In a world of eight billion people, roughly a 
billion and a half do not have access to financial ser-
vices,26 often because they do not have identity doc-
uments good enough to satisfy financial surveillance 
requirements. 

While disenfranchising many, the existing finan-
cial surveillance methodology delivers to banks, law 
enforcement, and national security agencies enor-
mous amounts of private financial information about 
innocent people, data troves that have mushroomed 
since the 9/11 attacks in the US. This financial surveil-
lance “rope line” is increasingly anti-liberal and sub-
ject to abuse, even by governments of free societies. It 
is taking democratic societies closer to the norms of 
closed societies than is socially acceptable to admit. 
As the world transitions to digital money—both sov-
ereign and non-sovereign—these policies should be 
boldly and thoughtfully reconsidered. 

Privacy Principles

The Digital Dollar Project is a private sector–led, 
not-for-profit think tank dedicated to public dis-
cussion, research, and pilot testing of the potential 
advantages and challenges of a US CBDC—or digital 
dollar.27 Chaired by this report’s coauthor J. Chris-
topher Giancarlo, the project does not call for ready 
deployment of a US CBDC, but it does advocate that 
the US assert global leadership in CBDC development 
and standard setting that is not subordinate to eco-
nomic competitors and adversaries. 

In 2021, the project issued a set of privacy princi-
ples to undergird a well-functioning US CBDC.28 It 
says a US CBDC must be:

•	 Private. People should be able to use a US CBDC 
without being subject to undue corporate track-
ing or government surveillance. People should 
benefit from aboveboard, contractual sharing 
of information with providers of financial and 
other services, or they may refuse it. US law 
enforcement access to CBDC usage data should 
be controlled by applicable US law, including the 
Fourth Amendment. 

•	 Secure. A US CBDC should improve and not 
degrade people’s security against theft, hack-
ing, illegal seizure, unauthorized data mining, 
and fraud. It should provide people with more 
secure ways to handle money individually, on a 
system that is secure against attacks and legally 
protected, with money-handling tools that pro-
tect against the frauds that an unfamiliar tech-
nology might otherwise allow. A US CBDC 
should ensure that people’s financial data are 
secure from exploitation by both commercial 
actors and government authorities.

•	 Accessible. A US CBDC should improve Amer-
icans’ and global dollar users’ access to financial 
services. Because it is a more efficient system, 
it should cost less to engage in basic CBDC 
transactions. And as an open system, it should 
enhance competition in financial services that 
produces better services at lower costs.

•	 Transparent. A US CBDC should run on sys-
tems that are operationally transparent so that 
a variety of system users, including the public, 
can assure themselves independently about its 
technical functioning, security, and resistance 
to impermissible monitoring, data mining, and 
other exploitation. 

Each of these four privacy principles could be 
expanded into a separate, detailed policy prescrip-
tion. We expand on them to some degree here.

Privacy. The word “privacy” means different things 
to different people.29 To the detriment of clarity, 
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many policy discussions leave it undefined. We con-
sider privacy in this context as the condition people 
enjoy when they have the power to control informa-
tion about themselves, exercising that control consis-
tent with their interests and values.30 Consider the 
control people have over the appearance of their bod-
ies when they put on clothes. The law of battery lets 
them do so confident that nobody will remove their 
clothes and expose them, so bodily privacy is confi-
dently maintained. 

In the familiar physical world, we have strong cus-
toms, developed over centuries, about whether and 
how we hide or reveal our bodies, intimate activities, 
and personal communications. Privacy is more diffi-
cult in digital environments because people do not 
have a clear idea of how information moves over dig-
ital networks and because a stable set of norms and 
standards has not yet emerged. 

People maintain privacy most directly by declin-
ing to share information at all. Though they may lose 
some social interactions and conveniences, millions 
of people live happy, productive lives without using 
social media and online payments. To get more online 
benefits and conveniences, people participate in digi-
tized social activity and commerce, protecting privacy 
by sharing information subject to agreements that 
control further sharing and use.31 

These dynamics are easily illustrated in the finan-
cial payments context, in which the use of physi-
cal cash is an effective protector of privacy. Passing 
a paper bill from one person to another carries no 
information with it. A person wishing to keep a pur-
chase private for any number of entirely valid rea-
sons may do so by paying with cash at a store where 
he or she is unknown. The chance of that person’s 
identity being revealed and recorded, tying the trans-
action to the individual, is very low. The fact of the 
transaction almost completely evanesces.

A person with a higher tolerance for information 
sharing may make purchases with a credit or debit 
card consistent with his or her privacy preferences. 
The transfer creates some records, but there are also 
some protections for privacy written into the terms of 
service and privacy policy of the payments provider, 
which bar truly promiscuous information sharing. So 

a mundane purchase of groceries, for example, pro-
duces low-sensitivity information that is well-enough 
protected by basic policies restricting information to 
a relatively small orbit around the consumer and pay-
ment provider. 

A freedom coin should 
not change—and 
certainly not weaken—
the financial privacy 
available with today’s 
paper cash.

Privacy is a challenge to the digital future of 
finance because digitized transfers are “communica-
tion events.” In a blockchain-based cryptocurrency 
transaction, the public side of a public-private key 
pair (the side known as the “wallet”) comes to serve 
as an identifier. Its use is readily observed, and it can 
be correlated to other wallets, creating pictures of 
who is transacting with whom. The necessarily public 
nature of blockchain transactions becomes an open 
window into financial transactions, which are read-
ily trackable by sovereign and non-sovereign system 
operators and other sophisticated actors. 

In free societies, digital transactions should be 
designed to not require the sharing of identifiers 
readily tying transactions to individuals. A free-
dom coin should not change—and certainly not 
weaken—the financial privacy available with today’s 
paper cash.

An innovation responding to the identity-revealing 
feature of the blockchain format is transaction 
“shielding,” which keeps addresses, transaction 
amounts, and other information hidden from the  
public, while “zero-knowledge proofs” keep trans-
action data verifiable by network nodes. Thus, 
transactions are confirmed without broadcasting 
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information about them. This makes such transac-
tions roughly analogous in privacy terms to transfers 
of paper money.

Whether using these techniques or others, a 
privacy-protective base format for CBDC transac-
tions is essential. Financial services providers add-
ing value by providing security, convenience, and 
advanced services will require some information 
from consumers, and they may agree to exchange 
more. A CBDC that makes information sharing a 
condition of use, however, would violate the tenet 
expressed in the Digital Dollar Project principle that 
there should not be undue corporate tracking or 
government surveillance.

The small-value privacy “compromise” found in 
the eCNY and under consideration in many other 
countries is likely inconsistent with the privacy 
requirements of a freedom coin. That tiered system 
would allow anonymity for small-value transactions 
while maintaining identifiability and tracking for 
larger transactions. The reason it fails is the likelihood 
of gaming in such a system, which would inevitably 
produce a full-surveillance response.

If transactions can be anonymous below a certain 
threshold, someone wanting to move value privately 
or illicitly would create multiple accounts and route 
multiple small transactions through those accounts. 
Recognizing that avoidance technique, the authorities 
would likely control the number of accounts or wal-
lets any one person could create. That requires iden-
tification of all users and connections between all 
wallets and users. There is no obvious way to prevent 
a coin adopting the small-value privacy compromise 
from rapidly becoming a surveillance coin.

A similar prickly issue is whether a privacy- 
protective CBDC (or any non-sovereign digital- 
currency or payment system) should have any provi-
sion for government access based on valid warrants 
and subpoenas. Ideally, one might embed into the 
base-layer technology a system for exposing transac-
tion data to proper parties when a valid warrant or 
subpoena requires it. But this is a tremendously dif-
ficult engineering and sociopolitical challenge. It 
would involve provably identifying and credential-
ing courts in our diverse legal system and creating a 

secure system for those courts to prove the existence 
of valid warrants and subpoenas to the technical  
infrastructure—without opening avenues for attack-
ers to ply that same system. Building a legal disclosure 
process into the base layer of a transaction-recording 
system is an enormous challenge that is probably not 
worth attempting.

A privacy-protective CBDC certainly must not be 
designed to inject current financial surveillance pol-
icies for banks into the money itself. Customer iden-
tification requirements, reporting of transactions 
greater than $10,000, and similar requirements now 
laid on banks should not be part of the base technical 
infrastructure. That infrastructure—whether block-
chain or some other distributed ledger system—must 
be able to transfer money opaquely in the system 
itself, just as dollars are transferred in hand-to-hand 
transactions without anyone beyond the participants 
knowing the amounts transacted or the identities of 
transactors. (Indeed, in anonymous donations, only 
one side of the transaction knows the identity of  
both parties.)

Project Hamilton, a multiyear research project of 
the Federal Reserve Bank of Boston and the Massa-
chusetts Institute of Technology Digital Currency 
Initiative to explore the CBDC design space and 
gain a hands-on understanding of a CBDC’s techni-
cal challenges and opportunities,32 has made a good 
start on this. 

The project’s initial technical release in early 2022 
envisioned a system for confirming that financial 
transactions have happened, rather than recording 
the content of all transactions. It’s a big difference. 
Confirming the existence of financial transactions 
without recording their content reduces the amount 
of data and increases throughput. It also means that 
private financial data need not be lodged in a central-
ized ledger where privacy and security risks abound. 
This protects privacy because use of the system is not 
conditioned on revealing financial information. 

Security. Security is another essential dimension of 
a successful digital currency. At every layer of the sys-
tem, from the base transaction infrastructure through 
user interfaces to users themselves, a digital-currency 
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system should be at least as secure as the current  
status quo. 

The transaction record-keeping system must be 
entirely secure. That means it must be essentially 
impossible for attackers to alter transactions, create 
counterfeit dollars, spend existing dollars twice, or 
take the system out of service. 

Proof-of-work blockchains such as bitcoin’s have a 
well-established track record of success in this area. 
Ongoing conversion of energy into cryptographically 
secured records makes overwriting of the bitcoin 
blockchain prohibitively costly and essentially impos-
sible. Distribution of the ledger among nodes across 
the globe makes capture or collusion among nodes 
prohibitively unlikely. Other forms for securing trans-
action records, such as proof of stake, may prove out 
as well. 

A US CBDC may rely on trusted institutions to 
ensure secure record keeping, but that must occur 
with public verification. The point is to have an 
authoritative record-keeping system where the exis-
tence and accuracy of transaction data are entirely 
reliable. 

The user interfaces must also be secure. Here exist-
ing financial services providers are well positioned. 
Their experience with securing online accounts and 
online transfers of conventional dollars should trans-
late well to the CBDC environment. Their CBDC ser-
vices can have the same look and feel as their current 
dollar services while they tailor their back-end sys-
tems to literally transfer dollars. (Online accounts 
today can be thought of as depicting balances and 
transfers while masking the complicated administra-
tive processes happening behind the scenes.)

Whether provided by traditional banks or new 
entrants, the devices and apps that transfer CBDCs 
directly from digital wallet to digital wallet must 
help ensure that people are not exposed to thefts 
and scams. Through various forms of interface 
design, these tools must assure people they will not 
be fooled into sending money to impostors or other-
wise scammed. People rely on long-standing, almost 
instinctual habits to protect themselves when they 
hand over paper dollars from their physical wallets. 
They will have to learn that a direct CBDC transaction 

has the same irreversible finality as cash, so they must 
be aware of and on guard against scams—which 
are likely in a new CBDC environment—as well as 
real-world muggers who may force them to surrender 
funds from their phones.

Security against theft is one thing. Security against 
illegal seizure is another. A freedom coin CBDC sys-
tem should not become a new, easier avenue for 
government agencies to levy fines and punishments 
without citizen consent, as can be expected from 
autocratic governments using surveillance coins. 

As with transaction data and government surveil-
lance, it is interesting to imagine a base-layer digital- 
currency system that can administer legal seizure of 
stolen funds and administer legal penalties, all based 
on adherence to due process. Yet the challenges in 
building such a system are prohibitive. The risks of 
designing such capabilities poorly are too great, and 
public skepticism about seizure capabilities would 
likely damn digital-currency projects in democratic 
societies in the minds of their most important con-
stituencies: their citizens.33 

Americans have long had a love-hate relationship 
with their central bank.34 They would reject giving 
it the power to take money directly from their wal-
lets.35 Over generations, as court systems and legal 
codes are digitized, it may be possible to design a sys-
tem for directly administering legal processes related 
to money, but an American CBDC should not wait on 
such changes. We should not risk planting the seeds 
of surveillance-coin in the soil of freedom.

Accessibility. We have written of the advantage 
of existing financial services providers in providing 
CBDC services. They already have familiar online 
interfaces and customers who use them. The migra-
tion to digital currency, whether sovereign or non- 
sovereign, should dramatically reduce costs, as the 
large number of intermediaries now involved in 
money transfers is reduced. The productivity gains 
available from reducing middlemen in financial ser-
vices will benefit many parties—shareholders in the 
form of increased returns, workers in the form of 
higher wages, and customers in the form of lower 
costs and better services. The latter is a policy priority 
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that a CBDC can help deliver. The traditional financial 
services system should be accessible to more people 
who are currently priced out of using it.

The promise of digital-currency programmability 
will also improve the picture for accessibility. Services 
better tailored to consumers’ needs, created by new 
firms or established ones, will draw more people into 
using financial services. CBDC-based financial prod-
ucts will live well within the boundaries of consumer 
protection law and regulations—and deposit insur-
ance at qualified banks.

Transparency. “Trust, but verify,” Ronald Reagan 
famously said.36 The claims any CBDC makes to pre-
serve privacy and security will only be real to a free 
society if they are verifiable and do not rely on trust-
ing in any one institution or government. The privacy 
and security qualities of the CBDC must be provable 
to outside reviewers. This essentially means having 
an open-source system. The computer code that sup-
ports transactions must be available to reviewers out-
side the system—perhaps especially those who are 
suspicious of it. There can be no reliance on outside 
parties declared to be trusted. Trust in the system can 
only be built by showing any observer with the inter-
est and requisite code-reviewing skills that the system 
does with transaction information what its authors 
say it does. Of course, transparency in the system’s 
operation is different than making individual transac-
tions transparent.

A relevant extension of this transparency prin-
ciple is to the institutions involved in the creation 
and operation of freedom-coin forms of digital cur-
rency. The contracts under which technology integra-
tors design or operate a freedom coin must be public. 
And the public must be assured that no provider of 
digital-currency infrastructure can turn its superior 
knowledge into a commercial or political advantage 
in providing digital-currency-related services.

From Whence Freedom Coin?

Having detailed the concepts of privacy, security, 
accessibility, and transparency in digital currency, 

let us now ask what impediments stand in the way of 
combining them to create a true freedom coin.

A recent report from the OSTP37 illustrates the 
conflict between the current approach to financial 
surveillance and the prospect of US leadership in 
developing a digital currency that properly protects 
privacy. OSTP’s Technical Evaluation for a U.S. Cen-
tral Bank Digital Currency discusses the many design 
trade-offs that face US CBDC exploration. For exam-
ple, should a US CBDC be “permissioned” or “per-
missionless”? That is, should it allow only approved, 
permissioned entities to register transactions or 
make that power available, through cryptography, to 
anyone controlling some of this new currency? There 
are trade-offs in terms of privacy, cost of operation, 
and security.

There is nothing 
inherently superior 
about non-sovereign 
digital currency in 
protecting individual 
privacy compared to 
CBDC.

Across 18 different trade-off sets, OSTP notes 
repeatedly that CBDC technical and design improve-
ments may hamper the current methodology of  
AML/CFT. Should a US CBDC system cut out the  
payments middlemen and the costs they imply? That 
may hamper AML/CFT. Should a US CBDC use the 
best possible protections for transaction privacy? 
That also may hamper AML/CFT. Indeed, several pro-
posals exist in the OSTP report because of financial 
surveillance policy, such as a “tiered” system in which 
fully identified users get to transact more readily than 
those who insist on privacy. 
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The OSTP report calls existing financial surveil-
lance policy “an imperfect status quo.”38 That is too 
generous. Rather, it is a significant hindrance to the 
development of a true freedom coin. 

The current practice of financial surveillance 
impedes the development of a freedom coin by both 
the private and public sectors. In fact, there is noth-
ing inherently superior about non-sovereign digital 
currency in protecting individual privacy compared 
to CBDC. It is entirely foreseeable that private-sector 
sponsors of cryptocurrencies and stablecoins or even 
commercial servicers of digital dollars, such as wal-
let providers and others, could be put under political 
pressure to disable financial transactions with dis-
favored groups similarly to how many social media 
platforms, most notably Twitter,39 have bowed to 
political winds. They have shifted interpretations 
of their terms of service to censor a broad range of 
constitutionally protected speech to appease gov-
ernment officials.40

It is easy to imagine that the same social media 
platforms’ terms of service, dictating what ideas 
can be discussed online, would also determine what 
activities or political causes can be supported with 
non-sovereign digital currency.41 Under political 
pressure and without being bound by constitutional 
protections for civil liberties, digital wallet provid-
ers might bar transactions with out-of-favor indus-
tries, depending on which position’s advocates hold 
political power.42 Want to give money to a contro-
versial cause such as Planned Parenthood or Right to 
Life? Want to purchase ammunition or an abortion? 
You had best check the stablecoin’s terms of ser-
vice and consult its in-house “Office of Community  
Standards.” In democratic societies, lawful transac-
tions in digital money must be immune from politi-
cal surveillance and censorship regardless of who is  
in power today, four years from now, and 10 years 
from now. 

Sadly, it is not certain that the public sector 
would do a better job than the private sector. A fully 
privacy-preserving CBDC may not soon be digitally 
minted by the central banks of our Western demo-
cratic friends and allies. In a January 2022 speech, 
the general manager of the Bank for International 

Settlements (the Swiss-based, central bank to the 
world’s central banks) championed the ability of a 
sovereign CBDC to provide central banks with visi-
bility into retail financial transactions.43 Reportedly, 
the EU is proposing to design its upcoming digital 
euro with tiering, greater privacy for smaller trans-
actions but government financial surveillance over 
larger ones.44 

Lawful transactions in 
digital money must be 
immune from political 
surveillance and 
censorship regardless  
of who is in power.

On the US side of the Atlantic, the Federal Reserve’s 
January 2022 CBDC discussion paper indicated that 
a future digital dollar would protect “consumer” pri-
vacy, but not any broader zone of privacy.45 It may 
have been a perfunctory word choice, but if the limita-
tion suggests protecting only the privacy of consumer 
transactions, that leaves much to be desired. It is good 
that the Federal Reserve does not propose to mine an 
everyday consumer’s shopping history at Walmart. 
But central banks and governments should not have 
ready access to citizens’ lawful transactions with non-
consumer institutions such as Planned Parenthood, 
National Right to Life, anti-vaccination advocates, the 
National Rifle Association, or the American Civil Lib-
erties Union—or any other lawful social or political 
organization whose activities may be in or out of gov-
ernment or social favor.

The OSTP report is a corrective to the Fed’s equiv-
ocal approach. Among key policy objectives for a US 
CBDC system, the evaluation included “respect for 
democratic values and human rights” and, crucially, 
the need to “maintain privacy and protect against 



12

THE VALUES OF MONEY                                                                              J. CHRISTOPHER GIANCARLO AND JIM HARPER

arbitrary or unlawful surveillance.” It states that sen-
sitive financial data should be private and “built-in 
protections and design choices should ensure that 
privacy is included by default, including ensuring that 
data collection conforms to reasonable expectations 
and only data that is strictly necessary for advancing 
CBDC system policy objectives is collected.”46 

The OSTP report noted that a US CBDC could 
leverage privacy-enhancing technologies, such as 
zero-knowledge proofs, homomorphic encryption, 
and multiparty computation, that enable parties 
to prove an encrypted proposition is true without 
revealing the underlying information.47 Despite its 
solicitousness of financial surveillance, the OSTP’s 
CBDC evaluation offers a worthy die for minting free-
dom coin. We believe more can be done to improve 
the financial surveillance status quo.

The Financial Freeway: A Better Way of 
Policing Financial Activity

The unfortunate path of least resistance for digital- 
currency development could be to simply superim-
pose the existing financial surveillance infrastruc-
ture onto new digital currencies, whether sovereign 
or non-sovereign. A US CBDC implemented through 
the two-tiered banking system could coexist with the 
policy of having banks, fintechs, and other financial 
institutions and service providers conduct identity 
verification and surveillance of customers, just as 
they do today. Criminal enforcement could include 
the policy of having financial institutions oversee 
customers and report on them, with the government 
accessing customer information based on weaker 
legal standards than the probable cause warrant. The 
technical design of a US CBDC could facilitate or 
automatically implement such policies. Yet such an 
approach only reinforces the privacy-eroding nature 
of the current financial surveillance system. It is 
closer to surveillance coin than free and democratic 
people should accept. 

Instead, new digital methods of financial-crime law 
enforcement may be more effective and certainly less 
violative of democratic values. In lieu of requiring the 

collection of detailed data about innocent people in 
case they later do something wrong, financial-crime 
control should allow new privacy-shielding technol-
ogies and use big data analysis, pattern recognition, 
and other algorithmic methods to identify wrongdo-
ing if and when it actually takes place.48

Technical language should not obscure the com-
monsense methods we argue for. Take the term 
“pattern recognition.” In the area of credit card pay-
ments, it is well recognized that a small purchase of 
gasoline followed by a large purchase of electronics 
is consistent with testing to verify that a recently 
stolen credit card is “live.” This behavior pattern—
no part of it involving personal identifiers—invites 
credit card networks to take a closer look and some-
times freeze a card until they can confirm the right-
ful holder still possesses it. Many more examples use 
variegated data and follow the latest trends in crim-
inal behavior. 

Pattern recognition, not personalized tracking, can 
raise suspicions that in the law enforcement context 
may justify investigations that eventually reach into 
personal information. This approach would allow law 
enforcement and national security agencies access to 
digital-currency distributed ledgers to monitor trans-
actions on a pseudonymous basis using modern big 
data analysis techniques. Think of it as analogous 
to highway patrol officers monitoring the roadways 
without tracking each driver’s identity. They pull 
people over when their observations of largely non-
personal behavioral information (e.g., speeding) sup-
port suspicion of wrongdoing. Further information, 
including personal identity, would only be accessed 
from parties holding it based on a neutral magistrate’s 
finding of probable cause—a requirement developed 
and socially accepted over centuries in our demo-
cratic society.

We dub this type of privacy-protective, advanced 
financial-crime control “intelligent enforcement” 
(IE). It could be as, if not more, effective in identify-
ing and preventing financial crime than the existing 
and costly velvet rope approach of AML/KYC finan-
cial surveillance. IE would produce far less upfront, 
personally identified financial information for regula-
tors, law enforcement, and national security agencies 
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while prompting a shift from today’s comprehen-
sive surveillance to more traditional American law 
enforcement strategies. It would allow greater exper-
imentation and advancement of digital asset technol-
ogies with their promise of a more open and inclusive 
financial system. Perhaps most importantly, it would 
allow for the development of a true freedom coin that 
protects the rule of law and individual rights, includ-
ing personal privacy and free speech. 

Conclusion: Freedom Coin as the 
Foundation for an Enduring US Dollar 
Reserve Currency Status

The focus of this report has been the erosion of 
individual freedom by the existing financial surveil-
lance system. It is worse than an “imperfect status 
quo”49 for the development of both sovereign and 
non-sovereign digital currencies. But the flip side of 
the argument is far brighter: By adopting advanced 
digital methods of financial-crime control, it will be 
possible to mint a true freedom-coin form of the US 
dollar, embodying the principles of privacy, security, 
accessibility, and transparency we have described. 

Development of such an instrument should be 
seen as an opportunity to reverse the lamentable 
trend of current financial surveillance and replace it 
with a new privacy-preserving financial and payment 
digital architecture. Deployment of such an instru-
ment in a transparent and thus trustworthy manner 
could engender enormous support among American 
citizens. Moreover, the inherent and noble character-
istics of such a freedom-coin form of digital currency 
would enhance its comparative value against compet-
ing instruments, most notably the surveillance-coin 
model of authoritarian states. 

A US dollar freedom coin would be desirable for 
people the world over who aspire to financial auton-
omy and inclusion consistent with basic human rights 
and true democracy. A freedom-coin design would 
give a digital dollar a distinct and decided advantage 
against competing digital currencies—sovereign and 
non-sovereign—that are less demonstrably protec-
tive of personal privacy. Such a design would set up 
the US digital dollar for generations of reserve cur-
rency status in the digital future of money.

The United States has everything to gain by adopt-
ing the freedom-coin model of CBDC. It has every-
thing to lose by failing to do so. With thoughtful 
design choices relating to anonymity and individual 
privacy, a US CBDC could enjoy superior privacy pro-
tections compared to many competing instruments—
whether provided by commercial interests or other 
sovereigns. Coding traditional democratic ideals of 
economic liberty and privacy into a US CBDC would 
greatly enhance its global appeal. As it has so often in 
its history, the US can lead in a way consistent with its 
finest ideals. But will it lead?

Unwillingness to evolve beyond today’s question-
able financial surveillance system may undermine 
the opportunity to safeguard economic liberty and 
expand financial inclusion in the digital future of 
money. The OSTP’s Technical Evaluation for a U.S. 
Central Bank Digital Currency System helps point 
the way for democratic governments to reject a 
surveillance-coin version of CBDC with an alterna-
tive freedom coin that protects personal privacy and 
economic freedom. Seizing that opportunity would 
ensure that future digital currencies—both sov-
ereign examples such as the US dollar or euro and 
non-sovereign digital currency such as stablecoins—
would remain desired and aspirational currencies 
for generations to come. 
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